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ITpu3naku 3apaxenns

EcTb psii NpU3HAKOB, CBHICTE/ILCTBYIOIIMX O 3apakeHHH KoMnbloTepa. Eciim BEI 3aMedaere, UTO C
KOMITBIOTEPOM MPOHCXOIAT "CTpaHHbIe" BEIIH, 8 MMEHHO:

® Ha KpaH BBIBOISTCS HENpeaycMOTpeHHble coolIienns, u3odpaxenus 1ub0 BOCIPOH3BOAATCS
HEMPETYCMOTPEHHEIE 3BYKOBbIE CHTHATIBI;

® HEOKMJIAHHO OTKphIBaeTcs W 3akphiBaercs 1otok CD/DVD-ROM-yerpoiicTea;

®  [IpOM3BONLHO, 03 BalIero yyacTHs, HAa BallleM KOMIIBIOTEpE 3alyckaloTes Kakue-aubo
MPOIrpaMMBbl;

® Ha DKpaH BbLIBOJSTCA IPEIYNPENKACHHS O MONBITKE Kakoi-mi00 W2 Hporpamm  Ballero
KOMIMBIOTEPA BBIHTH B MHTEPHET, XOTA BB HUKAK HE HHUITMUPOBAIH TAKOE ee MoBe/IeHHE, TO MOJKHO
IPE/INOJIOKHTE, UTO Balll KOMITBIOTED II0PAIKEH BHPYCOM.

Kpome Toro, ecTh HeKOTOPbIE XapaKTepHbIE MPU3HAKH MOPAXKEHHS BHPYCOM Hepe3 TOUTY:

® [Ipy3bs HIIH 3HAKOMBIE TOBOPAT BaM O COODIIEHHSAX OT BAC, KOTOPBIE BBl HE OTIIPABIISIIH;

® B BAILICM MOYTOBOM JIIHKE HAXOAHTCH OOMIBINOE KOIUYECTRO cOoO0IIeHHH Oe3 OﬁpaTHOFO aapeca
H 3aroJIoBKa.

Cnesyer OTMETHTh, YTO HE BCErJa TAaKME TPH3HAKH BbI3BIBAIOTCS MPHUCYTCTBHEM BHPYCOB.
Hanpumep, B ciyyae ¢ no4ToH 3apakeHHbIe COOOIIEHNHS MOTYT pacChlIaThCd € BallMM O0OpaTHBIM
aJIpecoM, HO He ¢ Balllero KOMIBIOTEpa.

EcTb Takke KOCBEHHBIC MPH3HAKH 3apAYKEHUS BAIIEro KOMIBIOTEpA:

® YacThie 3aBHcanus U cbou B paboTe KOMITBIOTEpA;

MeuteHHas paboTa KOMNBIOTepA [IPH 3aMycKe IPorpaMM;

HEBO3MOMKHOCTB 3arPY3KH OIEPAllHOHHOH CHCTEMBI;

HeyesHoBeHHE (ai/IoB H KaTalOrOB MIIH HCKa/KEHHE HX COAEPKMMOI0;

yacToe oOpalieHne K HKECTKOMY JIMCKY (4acTO MHIaeT JaMIovKa Ha CHCTEMHOM OloKke):
BeO-Opaysep (ranpumep, Microsoft Internet Explorer) "3apucaet" unu BesieT ce0st HEOKHIAHHBIM
00pa3zoM (HanpuMep, OKHO NMPOrpaMMbl HEBO3MOMKHO 3aKPbITh).

B 90% cay4yaeB HaTMuMe KOCBEHHBIX CHMIITOMOB BBI3BaHO cboeM B anmapaTHOM HIIH
IporpaMMHOM oOecTieueHHH.
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Yro ges1aTh NPH HAJTHYHHA NPH3HAKOB 3apakeHHs!

e OTKIHOYHTE KOMIIBIOTEP OT HHTEPHETA H JIOKATBHOH CETH, €CITH OH K HeH OBLT MOJIKIFOYEH.

e Fciau cHMOTOM 3apaKeHHA COCTOHT B TOM, YTO Bbl HE MOJXKETE 3arpy3HTHCHA C JKECTKOIO JHCKa
KOMIbIOTEpa, nmonpoOdyiiTe 3arpy3uThes B peiuMe 3allHTHI OT cOOeB WIIH C JIHCKa aBapHiHOM
3arpy3KH, KOTOPBIA BBl CO3/1ABAJIH MPH YCTAHOBKE ONEPALIHOHHOH CHCTEMBI HA KOMITBIOTED.

e [Ipexcne ueM mpeanpUHUMATh Kakue-THOO MeHCTBHS, COXpaHHTe pe3y/bTaThl Bamel padoThl Ha
BHEIHUI HocHTenb (auckeTy, CD-auck, Guem-kapty u np.).

e YcTaHOBHTE aHTHBHPYCHYIO TIPOTPAMMY, €CITH BBl 3TOTO €IIE He CIeNalH.

e (0OHOBWTE CHTHATYpy yrpo3 nporpammsl. Ecin 3T0 BO3MOXKHO, U HX MOJYYEHHS BBIXOJMTE B
HHTEPHET HE CO CBOEr0 KOMIIBIOTEPa, a C He3apaKkeHHOro KOMIbIoTepa Jpys3eif, HHTepHeT-Kade, ¢
paboTel. Jlyumie BOCHONB30BaThCH JAPYTHM KOMIBIOTEPOM, I[IOCKOJIBKY TIpH MNOIKITIOYEHHH K
MHTEPHETY C 3apaKeHHOr0 KOMIBIOTEpPA €CTh BEpOATHOCTL OTNPABKH BHPYCOM  BaiKHOH
MHGOPMALIMH 3JIOYMBIIIEHHHKAM HIH paclpocTpaHeHHsl BHpYca M0 ajpecam Ballici ajpecHOH
KHAMA. MIMEHHO MO3TOMY NpH MOJO3PEHHU Ha 3apaKCHME JIy4llle BCEro cpasy OTK/IOYHTHECH OT
HUHTEpHETA.

e 3amycTUTE NOJHYIO MPOBEPKY KOMIBIOTEPa



MMpodnaakTuka 3apamxenns

Huxaxne cameie HaJIEKHLIE H pPATYVMHBIE MEPDEI HE CMOI'YT oDecrneynTh CTOHNPOLCHTHYH 3allHTY OT
KOMIBIOTEPHBIX BHPYCOB H TPOAHCKHX MpOrpamM™, Ho, BbIpaboTaB Juist cebsl pa/l NpaBuil, Bbl
CYHIECTBEHHO CHH3HUTE BEPOATHOCTL BUPYCHOH aTakM M CTENEHb BO3MOKHOIO yiiepOa.

OJI[HM H3 OCHOBHBIX METOI0B ﬁﬁphﬁhl C BHpYCAMH HABJIACTCA CBOCBPCMCHHAs Hpﬂl‘blﬂtal{‘l'uh‘&
KommetoTepHas npoHMIakTHKa COCTOMT M3 HeGONBIIOr0 KOIMYECTBA npaeuii, cobmoaeHue
KOTOPEIX 3HAYHTEIIEHO CHHIKACT BEPOATHOCTE 3apameHHs BHPYCOM H ITOTEPH Kakux-I1udo JaHHBIX.
Huske nepeunciieHs! OCHOBHEIE paBHIIa 0e30MacHOCTH, BLIOIHEHHE KOTOPBIX MO3BOIHT H3berars
BHPYCHBIX aTak,

IIpasuao Ne 1: 3alHTHTE KOMIBIOTEP € MOMOIIBIO AHTHBHPYCHBIX MPOrpaMM M MPOrpamm
bezonacHoii pabotsl B uHTEpHETE. 18 2TOTO:

¢ be3jornaratebHO YCTAHOBHTE AaHTHBHPYCHYIO POrpaMMy.

e PeryspHo 0OHOBIIsiHTE CHTHATYPBI YIPO3, BXO/AIIHE B COCTAB MPOTPAMMEI.

IIpasuao Ne 2: OyabpTe OCTOPOMKHEI TIPH 3AMTACH HOBBIX JAHHBIX HA KOMIBIOTEP:

¢ [IpoepsiiTe Ha NIPUCYTCTBHE BHPYCOB BCE CheMHBIE HUCKH (muckeTrl, CD-muckn, Quiem-kaprel 1
1p.) nepea UX HCIOIb30BaHHEM.

¢ Ocroposxno obpamaiiteck ¢ modToBBIMH cooOmeHHAMH. He 3amyckaiite HMKakux (ainos,
NPHIICAIINAX [10 [10YTE, €CIIH Bbl HE YBEPEHBI, YTO OHW JAEHCTBHTENBHO NOUKHBEI OBUTH MpHATH K
BaM, JTaKe €CIM OHH OTIPABICHBI BAIIMMH 3HAKOMBIMH.

e Buumare/IbHO OTHOCHTECH K HHOPMALIMH, IoaydaeMoil u3 uatepHera. Ecnu ¢ kakoro-nubo ed-
caliTa BaM MNpejlaraeTcs yCTaHOBHTH HOBYHK Mporpammy, oOpaTuTe BHHMaHHWe HAa HAJIWYHE Y Hee
cepruuKaTa 0€30MacHOCTH.

e FEcau Bbl KONMpyeTe W3 MHTEPHETA MM JIOKAJIBHOM ceTH McHoyHseMblii Qaiin, obs3aTelsHO
IIPOBEPLTE €0 C MOMOLIBIO AHTHBHPYCHOMH NPOrpaMME.

e BaumarenbHo OTHOCHTeCh K BBIOOpY IMOCEIAaeMbIX BaMH HHTepHeT-pecypcoB. HekoTtopbie H3
calToB 3apakeHB! OMACHBIMH CKPHIIT-BHPYCAMH MJIM MHTEPHET-4EPBAMH.

IMpasuno Ne 3: noassyiitech cepucom Windows Update w peryiaspHo ycraHapiuBaiiTe
00HOBIIEHHA ONepallioHHOH cucTemsl Microsoft Windows.

[Mpasuiao Ned: noxynaiite 1ucTpuOyTUBHEIE KOTIMH TIPOTPAMMHOTO 00ecTiedeHHs V O(HITMATBHBIX
MPOJIABLOB.

[Ipaeuo Ne 5: orpanuubTe KpyT JK0jIei, JoNYLIIEHHBIX K paboTe Ha BallleM KOMIIBHOTEpE.
IIpasuniao Ne 6: yMeHBIIHTE PHCK HENPHUATHBIX MOCIEACTBHI BO3MOKHOIO 3apaKeHU:

¢ (CBoeBpeMeHHO JienaiiTe pe3epBHOE KOIMPOBAHKE JIaHHBIX.

e CospaiiTe QMCK aBapUHHOIO BOCCTAHOBIEHHS, ¢ KOTOPOro NPH HEOOXOJAMMOCTH MOKHO Oyier
3ArPY3UTHECA, UCMONB3YS "YHCTYIO" ONEPAITHOHHYIO CHCTEMY.

IIpaBuiao Ne 7: peryispHO NpOCMATpPHBAWTE CIHCOK YCTAHOBIEHHBIX IIPOTpaMM Ha BallleM
KommbioTepe. Jlms 3TOro Bhl  MOJMKETE  BOCIMOJIB30BATBCA TMYHKTOM Y CTaHOBKAa/yjlajieHHe
nporpaMm B [lanesin MHCTPYMEHTOB WM MPOCTO MPOCMOTPETH cofiepikuMoe Karaiora Program
Files, karanora apTo3arpyzxu.

DCHDBHHC AHTHBHPYCHEIC I[TPpOrpaMMbI:
Norton Antivirus

Dr. Web

Kaspersky Antivirus
NOD 32

Mc Afee

Panda Antivirus
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B kauecte uctouHHKa yrpo3 HHGOPMAMOHHOH G€30IaCHOCTH MOYKET BEICTYNATEL YelloBeK JHOO
rpyIna JIFOICH, a TAKiKe HEKHE, He3aBUCALIHE OT NEATEIbHOCTH YeNOBeKa, nposeienns. Mexons us
3TOTO, BCE HCTOYHHKH YTPO3 MOKHO Pa3/ieInTh Ha TPH TPYIIIEL

¢ Yenopedeckmii daxrop. Jlannas rpynna yrpo3 cBsizaHa ¢ JEHCTBHSAMH YElIOBEKA, MMEIOIIETO
CaHKIIHOHMPOBAHHBIH WM HECAHKIIHOHHPOBAHHBIH J0CTYN K HH(pOpMAHH. YTPO3bl 3TOH IpyIiibl
MO3KHO pa3/IeNuTh Ha:

® BHENIHHE, K HUM OTHOCATCH JICHCTBHS KHOEp-NPECTYIIHUKOB, XaKepOB, HHTEPHET-MOIICHHHUKOB,
He100pOCOBECTHRIX MAPTHEPOB, KPHMHHAIBHEIX CTPYKTYD.

® BHYTPEHHHE, K HHM OTHOCATCS IEHCTBHMA IlepcoHAlla KOMIIAHHI, a Takke Iolb3oBaTeleH
JOMaIHUX KOMIbOTEepoB. JleHcTBHS maHHBIX Jofed MOryT OBITB Kak VMBIIUIEHHBIMH, TAaK H
Cny4aiHbIMH.

¢ Texnmuecknii paxrop. DTa rpynna yrpos cBa3aHa ¢ TEXHHYECKHMH MpodIeMaMi — QH3uvecKoe
M MOpaJibHOE YCTAPEBAHHME HCIOJbL3YIOIErocs 000pyl0BaHUS, HEKAYeCTBEHHBIE NPOIPaMMHBIE H
annaparHele cpeactsa odpabotku mHpOpManuH. Bee 3TO NPHBOAMT K OTKa3y 000pYyIOBaHHS H
3a494CTYIO0 NOTePH HH(POPMAaNHH.

e Cruxmiinblii ¢akTop. D1a rpynma yrpos BKIOuYaeT B ceOs NPHUPOIHBIC KaTaKTH3IMBL,
CTHXHHHBIE OE/ICTBHA W NpouKe (Gopc-MaKOpHBIe 00CTOATENBCTRA, HE3ABHCAIIHE OT JAEATEIEHOCTH
Tonei.

Bee Tpu ueTouHMKa yrpo3 HeoOXo UM 0053aTeNLHO YUHTHIBATE NPH pazpaboTKe CHCTEMBI 3alUTE
HHpopMalHoHHON He30nacHOCTH.

PaseuTie COBpEMEHHEIX KOMIIBIOTEPHBIX TEXHOJOTHH W CPEACTB CBS3W JIAET BO3MOKHOCTH
370YMBILIJICHHHKAM HCIOIb30BaTh Pa3IMUHbIE UCTOYHHKH pacnpocTpaHeHus yrpos. Pacemorpum
UX nojpoOHee:

HNurepuer

[ obanbHas ceTh MHTEpHET yHHKalbHa TeM, 4YTO HE SBIAETCS 4YbCH-TO COOCTBEHHOCTBIO H HE
HMEET TEPPHTOPHAIBHBIX IPAHUIL. ITO BO MHOTOM CHOCOOCTBYET Pa3BHTHIO MHOTOUYHC/ICHHBIX BeO-
pecypcoB 1 oOmeny undopmarueii. Ceituac moGoli yeloBeK MOMKET MONYUHTH JOCTYI K JaHHBIM,
Xpausummces B Marepuere, nim co3aats cBoii coOCTBeHHEIIH BeG-pecype.

Onnako 5TH ke 0coOeHHOCTH T100ANBHON CeTH NMPEeIOCTABNIAIOT 3M0YMBIIUIEHHHKAM BO3MOMHOCTD
COBEPIICHHSA MPeCTyIUIeHHi B MHTepHeTe, NpH 9TOM 3aTpyIHsAs HX 00HAPYIKEHHE H HaKa3aHHE.
310y MBIIVIEHHHKHA pa3sMELaioT BHPYChl H IpyrHe BPeJIOHOCHBIE MporpaMMbl Ha Beb-pecypcax,
"MacKHpyIOT" MX IOJ nojes3Hoe u GecniatHoe nporpammuoe obecneyenne. Kpome Toro, CKpunThl,
ABTOMATHYECKH 3aMyCKAaeMbI€ TPH OTKPBITHH BeO-CTPAaHHIIBL, MOTYT BBITIONMHATH BPEIOHOCHBIE
JEeACTBHA Ha BalleM KOMIBIOTEpPE, BKIIOYAs W3MEHEHHE CHCTEMHOIO peecTpa, Kpaky JIHYHBIX
JAHHBIX U YCTAHOBKY BPEIOHOCHOIO IPOIrpaMMHOI0 0DECHeYEHHS.

Hernonbays ceTeBble TEXHOIOTHH, 3TOYMBIIUICHHHKH PEalH3VIOT aTakd Ha y/JaleHHBIE YacTHbIE
KOMIIBIOTEPEI M CepBepa KOMNaHui. Pe3yapTaToM TAKMX aTak MOKET SBJSTHCS BhIBEJICHHE pecypea
H3 CTPOSi, MOJYYEHHE MOMHOTO JOCTYNA K PECypCy, a, CIeI0BaATeNbHO, K HH(pOPMAIHH, X paHsAIIeMcs
Ha HeM, MCTIOJIB30BAHHE PEcypca Kak 4acTH 30MOH-CETH.

B cBsA3u ¢ MOSABIGHHEM KPEIHTHBIX KApT, 3JM€KTPOHHBIX JICHEr ¥ BO3MOXKHOCTBIO HX MCIIOIb30BAHNS
yepes MurepHer (MHTepHET-MarasWHel, ayKIMOHBI, TEPCOHAIBHBLIE CTPaHWIBl OAaHKOB M T.J.)
HHTEPHET-MOUIEHHHYECTBO CTAIO0 OJHUM K3 HanOosee PacpoCTPAHEHHBIX MTPECTYIIICHHH.
Hurpaner

Hutpaner — 5T0 BHYTPEHHSS CETh, CHNENMaTbHO pazpaboTaHHasi /sl ynpasieHHs HHpoOpManunei
BHYTPH KOMIAHHH HJIH, HampHMep, 4acTHOH nomaiiHeHd ceTu. MuTpaHer sBIsAeTCs eAMHBIM
MTPOCTPAHCTBOM JUIsl XpaHeHHs, oOMeHa W J0cTyna K WH(pOPMAIlWH JIIS BCeX KOMIBIOTEPOB CETH.
[Tosromy, ecnu Kako#-mMbOO M3 KOMIBIOTEPOB CETH 3apakeH, OCTAJBHBIE KOMIIBIOTEpHI
TMOJIBEPTalOTCS OTPOMHOMY PHCKY 3apakeHHs. Bo mn30exkaHHe BO3HMKHOBEHHMS TaKHX CHTYallHi
HeoOX0MMO 3alMIIATE HE TOIBKO MEPHMETP CETH, HO M KaXk/bIi OT/e/bHbIH KOMIIBIOTED.
DAeKTPOHHAS M0YTA

Hanuuwe moyToBBIX NPHIOKEHMI NPaKTHYECKH HAa KaXkIOM KOMIBIOTEpPE, a TaKKe TO, UTO
BPEIOHOCHBIE MPOTrPaMMBI TOJHOCTBIO HCIONB3YIOT COAEPKHMOE 3ICKTPOHHBIX AJPECHBIX KHHT
JUI BBLIABIECHHS HOBBIX KepTB, obecrieuuBaeT OJArofnpHATHBIE YCIOBHSA JUIs PaclpoCTpaHCHHS
BPE/IOHOCHBIX mporpaMm. [lonb3oBatens 3apakeHHOr0 KOMIBIOTEPA, CaM TOro HE MOI03peBasd,
pACCHIIAET 3apaKEHHBIE IHChMa ajpecaraM, KOTOphIE B CBOK O4epelb OTIPABIAIOT HOBBIE



3apakeHHbIe muckMa M T.1. Hepeaku ciydam, xorpa sapaskeHHBIH ¢aln-I0KyMEHT M0 NpHYHHE
HEZI0CMOTPa I0N4jaeT B CNMCKH PAcCBUIKH KOMMepuecKoH WMHGOpMalHH KakoH-I1ud0 KpyrHO#H
KoMnaHuH. B oToM ciy4ae cTpajaloT He NATh, @ COTHH /M Jaike THICAYM AOOHEHTOB TAKHX
PAcChUIOK, KOTOPLIE 3aTEM PA30NLTIOT 3apaskeHHbIe (haiIbl IecATKaM ThicSuaM CBOHX aD0HEHTOB.
ITomuMO yrpo3el NPOHHKHOBEHHS BPENOHOCHBIX IPOrpaMM CYIIECTBYIOT mpodiemMa BHEIIHEH
HeXKeNnaTe/IbHOM MoYThl peK/laMHOro XapakTepa (cnama). He sIBNssfick HCTOUHHKOM HPSMOi YIpo3bl,
HeXKenaTeNnbHas KOPPEeCHOHEHITHS YBEIIHYMBAET HArpy3Ky Ha TI0YTOBBIC CepBepa, CO3JaeTr
JOMONHUTENBHBIH Tpa(HK, 3acopseT MOYTOBBIA ALIMK MONL3OBATENA, BEAET K MOTepe padouero
BPEMEHH H TEM CaMbIM HAHOCHT 3HAYNTEIbHBINH (PMHAHCOBBIH YPOH.

Takke BaAaHO OTMETHTE, YTO 3J0YMBIIUIEHHHKH CTATH HCIOIB30BATh TAK HA3LIBAEMBIC CIIAMEPCKHE
TEXHONOTHH MACCOBOIO PACIPOCTPAHEHHS M METOJBl CONMAIBHOIO HMHKHHMPHUHIA, 4TOOBI
3aCTaBUTL I0Jb30BATENS OTKPLITH IHCHMO, MEepelTH MO CChUIKE M3 NMCbMA HA HEKHH HHTEpHEeT-
PECYpPC H T.IL. M3 atoro CIEIVET, YTO BOZMOMKHOCTH leHE:T]Ja[IHH criaMa Ba*KHBI HE TOJBKO CaMH Mo
cebe, HO M JUIA TPOTHBOACHCTBHA HEKOTOPHIM HOBBIM BHIAM HHTEPHET-MOLISHHHYECCTBA
(HampuMep, GUITHHTY), & TAKXKE PACTIPOCTPAHEHHUIO BPEIOHOCHBIX MPOTPAMM.

CuneMuble HOCHTETH HHPOPMATTHA

Crvemuble HocHTeNH — AuckeTbl, CD-nucky, ¢uem-kapTel — MIHPOKO MCHONB3YIOTCS /ISl XPAHCHHS
H nepenavd HHPOpMalHH.

[Ipu 3anycke dQaiina, colepikamero BPEIOHOCHBIH KO, CO CbEMHOIO HOCHTEIS Bbl MOMKETe
MOBPEINTh JaHHBIC, XPAHSIIHECS HA BallleM KOMIIBIOTEpe, a TAKke PACHpOCTPaHMTB BHPYC Ha
JpYTHe JMCKH KOMITBIOTEPA HIIH KOMITBIOTEPHI CETH.

Buasi yrpos.

Yepeu (Worms)

Jlannas xaTteropusi BpPEJIOHOCHBIX IPOrpaAMM [Jisi PAcHpOCTPAHEHHs MCIOJB3YET B OCHOBHOM
VA3BUMOCTH OTIEPAI[MOHHLIX cHcTeM. Ha3zBanue 3Toro kiacca OBUIO JaHO MCXOJIS M3 CHOCOOHOCTH
yepBell "nepenonsare” ¢ KOMIBIOTEPA HA KOMIBIOTEP, MCHONB3YH CETH, JIEKTPOHHYIO MOYTY H
apyrue uHdopManontsie kaHansl. Takke Onarogaps dToMy MHOTHE YepBH 00J1a/1a10T JI0CTATOYHO
BBICOKOH CKOPOCTBIO paclpoCTpaHeHHs.

UepBH [pPOHHKAIOT HA KOMIIBIOTEp, BBIYHCISAIOT CETEBbIE ajpeca JPYrHX KOMITBIOTEPOB H
PACCBINAIOT IO 3THM aJpecaM CBOM KOMHH. [IoMHMO CETEBBIX 4APECOB HACTO MCMOIL3YHOTCSH
JaHHbIE aJpecHOH KHHMI'M IOYTOBBIX KiaMeHTOB. [IpezcraBuresnu 3TOro Kiacca BpPeIOHOCHBIX
nmporpaMM HHOTrja cos3faoT paboume (aiinbl HAa JHMCKAX CHCTEMBI, HO MOIYT BooOlle He
obpamarsesi K pecypcaM KOMIbIOTepa (3a MCKITIOYEHHEM OTIEPaTHBHOMH NMaMsaTH).

Bupycei (Viruses)

[IporpaMmbl, KOTOpBIE 3apakarOT ApYrHe NporpaMMbl — N00aBIAIOT B HHX CBOH Kof, 4TOOMI
NOJXYYUTh YIPABICHHE [PH 3alycKe 3apaKeHHBIX (aiyioB. DTO NpOCTOE ONpeje/ieHHe JaeT
BO3MOJMKHOCTH BBIIBHTH OCHOBHOE JICHCTBHE, BEITIOIHAEMOE BHPYCOM — 3apajkKEHHE.

Tposinckne nporpammsl (Trojans)

[IporpamMMbl, KOTOpBIE BBINOJHAIOT HA MOPAKAEMBIX KOMIBIOTEpaX HECAHKIIHOHMPOBAHHLIC
10JIL30BATENIEM JICHCTBHS, T.€. B 3aBHCHMOCTH OT KaKHX-THOO YCIOBHH YHUYTOMKAIOT HHBOPMALIHIO
Ha JINCKAX, IPUBOJAT CHCTEMY K "3aBHCAHMIO", BOPYIOT KOH(HIACHIHAIBHYIO HH(POPMAIIHIO | T.1I.
JlanHbli K1acce BPEJIOHOCHBIX ITPOTPaMM HE ABJISETCS BHPYCOM B TPATHIIHOHHOM MOHUMAHHH 3TOI0O
TepPMHUHA (T.e. He 3apakaeT JApyrHe MpOrpaMMbl HIIH JaHHbIE); TPOSHCKUE TPOrpaMMBbl HE CIIOCOOHBI
CaMOCTOSTE/NBHO NPOHHKATE HA KOMIIBIOTEPEl M PACIPOCTPAHAIOTCH 3/I0YMBIIIJIEHHHKAMH MO
BHJIOM "mone3noro” nporpamMHoro obecnedenus. [lpu 5ToM Bpesl, HAHOCHMEIA HMH, MOXET BO
MHOTO pa3 IPEBBILIATh I0TEPH OT TPAJAULIHOHHONH BHPYCHOMH aTaKH.

B nocnennee Bpems Hanboliee pacrpocTpaHEeHHBIMH THITAMH BPEIOHOCHBIX [IPOTPAMM, NOPTSAIIUMH
KOMIIBIOTEPHBIE JaHHBIE, CTaqd uepBu. Jlamee MO pacnpoOCTPAHEHHOCTH CIEAYIOT BHPYCHI H
TPOAHCKHE Mporpammel. HekoTopble BpelOHOCHBIE IpOrpamMMmbl  COBMeIaloT B cebe
XapaKkTePUCTHKH JIBYX HIIH JajKe TPEX U3 NepeurcIeHHBIX BhIIIE KIIACCOB.

IIporpammsi-pexiamsl (Adware)

IlporpamMmHBIii Koz, Ge3 BeoMa MONB30BATENs BK/IIOYEHHBIH B MporpaMMHOE obecnedeHHe ¢
LETBI0 JIEMOHCTPAIIHK PeKIaMHBIX 00bsiBIeHHi. Kak npasHiio, MporpaMMbi-peKiiaMbl BCTPOECHBI B
nporpaMmHoe obecneuenue, pacipocTpansomeecs GecnatHo. Peknama pacnonaraercs B padouem



uHTepdeiice. 3avacTyro JAaHHBIE IPOrpaMMBL TakKe CcOOMpalOT W IEpeNpaBisiOT CBOEMY
pa3paboTYMKy NEPCOHATBHYI0 HH(OPMAIMIO O MOJB30BATENe, H3MEHSIOT Pa3IHMYHbBIE TapaMeTphl
Opay3epa (CTapTOBBIE H IOMCKOBBIE CTPAHHIBI, YPOBHH 0€30MaCHOCTH W T.1L.), @ TAKXKE CO3Jal0T
HEKOHTPOJIMPYEMBIH Monb3oBaTeneM Tpadguk. Bee 3To MOKeT NpHBECTH Kak K HapYyIIEHHIO
NOMMTHKK OE30M1aCHOCTH, TaK H K MPSIMBIM (DHHAHCOBBIM MTOTEPHM.

Iporpammbi-mnuoHs! (Spyware)

[Tporpammuoe obecnieueHre, MO3BOJSIONIEE CcOOMpaTe CBEJEHHS 00 OTAENBHO  B3STOM
MOJNB30BaTeNe MM opranusauuu Oe3 ux Benoma. O HaIWYMH NPOrpaMM-IINHOHOB HA CBOEM
KOMIBIOTEpPE BBl MOKETE H HE JI0rajblBaThes. Kak mpaBuiio, Lenbio NporpaMM-1IMTHOHOB SBISETCA:
® OTC/IEKUBAHHE JEHCTBHIA MOJB30BATENS HA KOMITBIOTEPE;

e cOop undopMalHi 0 COAEPAAHHN KECTKOTO JMCKA; B 3TOM CIy4YaeT 4allleé BCEro pedb HIET O
CKAaHHPOBAHHH HEKOTOPBIX KAaTAalOrOB M CHCTEMHOIO pPEEcTpa ¢ IEJIbl0 COCTaBJICHHS CITHCKA
NpPOrpaMMHOI0 0DecIieYeHns, YCTAHOBIEHHOIO Ha KOMITBIOTEPE;

o cOop MHOpMALIHK O KAYECTRE CBA3H, criocobe MOJKIIOUEHHS, CKOPOCTH MOIeMa U T./L.
IoTennuansHo onacHbie npuiaokenns (Riskware)

[porpamMmuoe oOecrieueHre, KOTOpoe He MMeeT KaKol-1ubo BpenoHOCHOH (DYHKIIHH, HO MOMKET
OBITE  MCIOJB30BAHO 3NOYMBIUUIEHHHKAMH B KAYecTBE BCIIOMOTATENIBHBIX  KOMIIOHEHTOB
BPEIOHOCHOH MPOTpaMMBl, MOCKONbKY cofepkuT Opemu u omubku. [IpH HekoTOpBIX yeCIoBuAX
HATTMYME TAKUX I[IPOrpaMM HAa KOMIIBIOTEPE IIOJBEPraeT BallM JaHHbIE pHCKY. K TakuM
nporpaMMaM OTHOCATCS, HANpHUMEp, HEKOTOpPBIE YTHIMTHI YIaJI€HHOTO aJMHHHCTPHPOBAHHA,
MPOrpaMMbl  aBTOMATHYECKOTO Mepekiovenus packnauku knasuatypel, IRC-xmuentsl, FTP-
cepBepa, BCeBO3MOXKHBIE YTHIHTEI Il OCTAHOBKH ITPOLIECCOB HITH CKPBITHS HX paboTHI.

Emie oJHHM BHIOM BpPEJIOHOCHBIX IPOTpPAMM, SBISTFOITAMCS MOTPAHMYHBIM JUIA TAKHUX NPOrpamMM
Kak Adware, Spyware u Riskware, aBistoTcs MporpaMMel, BCTPaUBAIOLIHECs B YCTAHOBJICHHBIH Ha
KOMIIBIOTepe Opay3ep H nepeHanpapsoIHe TpadHk.

IIporpammer-myTrH (Jokes)

ITporpammuoe obecrniedeHHe, He MPHYHHAIOLIEE KOMIIBIOTEPY KAaKOro-giHOO MpsMoro Bpeia, HO
BLIBO/IsLIEE COOOLIEHHS O TOM, YTO TAKOH Bpel yKe MpHuMHeH, Mo OyaeT NpUYHHEH NTPH KaKHX-
mb0 ycnoBusx. Takue MporpaMMbl 4acTO NPEAyNpeiIaloT I0JIB30BATENsS O HECYIICCTBYIOLICH
OMACHOCTH, HANpHMep, BHIBOLAT cooOmeHHs o GOpPMATHPOBAHMM [HCKAa (XOTH HHKaKoro
(opMaTHPOBAHHS HA CAMOM Ji€jle He NPOHCXONMT), 0OHApPYKHBAIOT BHPYChI B HE3aPaKCHHBIX
thaiimax u T.11.

[Mporpammei-mackupoemukH (Rootkit)

YTHIWTBI, MCIIONB3YeMble A COKPBITHA BpPeJOHOCHOH aKTHBHOCTH. OHH  MacKHpyiOT
BpE/0HOCHBIE ITPOrpaMMEl, 4T0OBI H30ekaTh X OOHApYKEHHS AHTHBHPYCHBIMH NpOIrpamMMaMH.
[IporpaMMBI-MaCKUpPOBIIUKH  MOJHMHIUPYIOT OMNEPAIHOHHYIO CHCTEMY Ha KOMIBIOTEpE H
3aMEHSThL OCHOBHBIC €€ (DYHKIMH., 9TOOBI CKpBITH CBOE COOCTBEHHOE IIPHCYTCTBHE W JEHCTBHA,
KOTOpBIE NMPeNPHHAMAET 3T0YMBIIIICHHHK HA 3apakeHHOM KOMITBIOTEPE.

IIpoune onacHble MPOrpaMMbi

[IporpaMmel, co3laHHbie Ajd opraHuzaiuu DoS-artak Ha ymaneHHbIE cepBepa, B3IoMa APYIHX
KOMIILIOTEPOB, a TaKkKe SBISIOIHECS YacThio cpeilbl pa3pabOTKH BPEIOHOCHOrO MPOrpaMMHOTO
obecrieuenns. K takum nmporpammam oTHocaTes xakepekue yrHiauThl (Hack Tools), koncrpykTops
BHPYCOB, CKaHEpPhl YA3BHMOCTEH, IPOrpaMMBl [Uisl B3JIOMa Mapofieil, Ipoure BHILI NPOrpaMM A
B3JI0MA CETEBBIX PECYPCOB HIM IIPOHHKHOBEHHS B aTAKYEMYIO CHCTEMY.

XaKepcKkHe aTakH

XakepckHe ataky — 9T0 JEHCTBHS  3JOYMBIIUIEHHHWKOB HIIM  BPEJOHOCHBIX IpPOIpamMM,
HANpaB/IeHHble HA 3aXBaT WMH(OPMALMOHHBIX NAHHBIX YAAICHHOrO KOMIIBIOTEpa, BBIBEICHHE
CHCTEMBI U3 CTPOS HJIM IIOJTYYEHHE TIOJTHOTO KOHTPOIIA HA/l PeCypCaMi KOMITBIOTEPA.

Hexoropbie BHABI HHTEPHET-MOHIEHHHYECTBA

Oumunr  (Phishing) —  BHI  HHTEpHET-MOLIEHHHYECTBA, 3aK/IHUANOIKICA B PacChUIKe
3MEKTPOHHLIX COOOMIEHHN C LENBI0 Kpaku KOH(MMISHUMAILHOH HH(OpMaIMH, Kak MpaBuilo,
unancoBoro  xapaktepa. (OHIIMHT-COOOIICHHS COCTABNAIOTCA TakuMm  o0pasoMm, 4TOOBI
MAKCHMAJIBHO TIOXOJHTh Ha HMH(OPMAIMOHHBIE THCEMA OT OAHKOBCKMX CTPYKTYP. KOMINaHHH
W3BecTHLIX Opengos. [lMceMa cojepkaT CCBUIKY Ha 3aBEJIOMO JIOWKHBIH CaMT, CHNElHAlIbHO



MOJIFOTOB/ICHHBIA 3JI0YMBIIUICHHHKAME M AB/SIONIMiicS Komuel caifta opraHu3alMu, oT AKOOI
MMEHH KoTopoi mnpumio nuckmo. Ha paHHOM caliTe MOJIb30BaTeNiO TpEJUIaraeTcss BBECTH,
HATPHMED, HOMEP CBOEi KpeIHTHOH KapThl H IAPYTYIO KOH(PHISHIHATEHYIO HH(OPMALHIO.

Jlo3BOH HA IUIATHBIE HHTEPHET-PEeCYPChI — BHJ WHTEPHET-MOILIEHHHYECTBA. CBA3AHHBIH C
HECAHKIIHOHHPOBAHHBIM HCIIOIL30BaHHEM ILIATHBIX HHTEPHET-pPecypcoB (uaine Bcero 3To Bed-
caifTel IOpHOrpaHUeckoro coiepikaHus). YCTAHOBJIEHHBIE 3JI0YMBILIIICHHHKAMH TIPOrpaMMbl
(dialers) HHHIMMPYIOT MOJIEMHOE COEJIHHEHHME C BALIET0 KOMIBIOTEpA Ha TIaTHBIH Homep. Yaine
BCEr0 HCIOJIb3YEMBle HOMEpPa HMEIOT O4Y€Hb BLICOKHE TapH(EL, B pe3ysbTaTe MOJIL30BATENb
BEIHYIK/ICH OILIAYHBATh OrPOMHBIE Telle(OHHBIE CUeTa.

Hagszunpas pexkiama

HapsizuuBas pekiama — 3T0 BCIUIBIBAIOINME OKHA M peKiaMHbie OaHHEphl, OTKPLIBAOLIHECH PH
pafore ¢ BeG-calitamu. Kak mpaBumo, mHpopManus, cojepKamaics B HUX, He ObIBACT MOJE3HON.
JleMOHCTpAIIMS BCIUTBIBAIOIMX OKOH W OaHHEPOB OTBIEKAET M0/b30BATENs OT OCHOBHBIX 3ajlad4,
yBeHuHBaeT o0beM Tpaduka.

Cuoam (Spam)

CriaM — 370 aHOHHMHas MAccoBas PacChLIKA HEe)KeTaTelbHBIX MoYTOBBIX coobmennii. Tak, cnamom
ABJIAIOTCA PACCHUIKM PEKJIaMHOTO, TOJIMTHYECKOr0 M aruTalHOHHOIO XapakTepa, IMHCbMA,
NPU3LIBAIOLIAE TIOMOYL KOMY-HHOy[b. OT]ENbHYIO KaTeropHio Clama COCTABISIOT IHChMA C
Mpe/UTOKEHUAMH  OOHAINYNTE OOJNBIIYIO CyMMY JeHer WIH BOBJEKAlOlMEe B (PHHAHCOBbIC
nupaMHIbl, @ TAKKE MHCbMa, HANpaBlieHHbIE HA KPaKy Mapojieli W HOMEPOB KPEJMTHBIX KaprT,
IHCBMa ¢ POCKO0il MepeciaTs 3HaKOMBIM (HAIpHMep, MHChMA CYacThd) H T. 1. CraM CyIIEeCTBEHHO
yBeTHUMBAET HArPy3KY Ha [IOYTOBBIE CEPBEPa H MOBBIIIACT PHCK NOTEPH HHPOPMALMH, BaKHOH JUs
MOJIb30BATES.



